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(54) Method and system of contactless interfacing for smart card banking 

(57) A method and system of smart card banking 
utilizes a contactless communication interface, such as 
infrared or a wireless or radio frequency interface, 
including, for example, a proximity interface. A contact- 
less communication is initiated for a smart card user 
between a smart card application and the on-line sys- 
tem of a financial institution, such as a bank, the system 
verifies authorization for the communication, the infor- 
mation is communicated for the user to the on-line sys- 
tem. The contactless communication is initiated, and 
the information is communicated, for example, between 
a contactless interface transceiver of a personal data 
assistant, into which the smart card is inserted, and the 
contactless interface transceiver of an on-line terminal. 
Alternatively the contactless communication is initiated, 
and the information is communicated between a con- 
tactless interface transceiver of the smart card and the 
contactless interface transceiver of the terminal. 
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Description 

Cross*Reference to Related Applications 

[0001] This application claims the benefit of U.S. Pro- 
visional Application No. 60/073,091 filed January 30. 
1998. 

Reld of the Invention 

[0002] The present invention relates generally to the 
field of smart cards, and more particularly to a method 
and system of smart card banking using a contactless 
interface between the smart card and a financial institu- 
tion banking system. 

Background 

[0003] The use of smart card technology in the con- 
sumer environment places a high physical demand on 
the devices. In order to be considered practical, they 
must be able to withstand significant wear and tear. The 
cuTent use of devices with, for example, metallic con- 
tacts for the interface, involves significant physical limi- 
tations, such as cables and connections, and such 
devices are especially susceptible to physical wear and 
tear. Thus, there is a need for a method and system of 
smart card banking, which utilizes a contactless inter- 
face to establish a communications link between the 
smart card and the banking institution, and which mini- 
mizes wear and tear on the irrterfacing devices and 
maximizes durability of such devices. 

Summary of the Invention 

[0004] It is a feature and advantage of the present 
invention to provide a method iand system of smart card 
banking utilizing a contactless interface to establish a 
communications link for bi-directional flow of data 
between the smart card and a banking institution, which 
provides all the benefits of contact interface without the 
physical limitations of the contacts and without any sig- 
nificant increase in cost. 

[0005] It is a further feature and advantage of the 
present invention to provide a method and system of 
smart card banking using a contactless communica- 
tions interface to increase durability. 
[0006] It is an additional feature and advantage of the 
present invention to provide a method and system of 
smart card banking utilizing a contactless interface to 
improve ease-of-use and to eliminate the need, for 
example, for cables and connections. 
[0007] To achieve the stated and other features, 
advantages and objects of the present invention, an 
embodiment of the invention provides a method and 
system of smart card banking utilizing a contactless 
interface. According to an-embodiment of the invention, 
a contactless communication is initiated for a smart card 



user between a >srhart/card application ^residing, for 
exanple; on a smart card microcomputer and the on- 
line system, for example, of a financial institution, such ' 
as a bank. The system verifies authorization for the 
5 communication, and once the authorization is verified, 
information can be communicated for the user to the on- 
line system. The contactless communication is initiated 
by initiating a contactless communication interface, 
such as an infrared communication interface or a wire- 
to less or radio frequency communication interface, includ- 
ing, for example, a proximity communication interface. 
[0008] In an embodiment of the present invention, the 
contactless communication is initiated, for example, at a 
terminal, such as an automated teller machine, a per- 
15 sonal computer, or a land or wireless telephone, 
through a contactless convnunication transceiver of the 
terminal, such as an infrared transceiver or a wireless or 
radio frequency transceiver, including, for example, a 
proximity transceiver. The contactless communication is 
20 initiated between the contactless communication trans- 
ceiver of the terminal and a contactless communication 
transceiver of a personal data assistant, such as an 
electronic purse or wallet. Further, the process of initiat- 
ing the contactless communication also involves, for 
25 example, initiating a physical contact communication 
between the smart card imbedded with a smart card 
microcomputer, on which the smart card application 
resides, and the personal data assistant, such as the 
electronic purse or wallet, which includes a card reader 
30 In an alternate embodiment of the present invention, the 
smart card is provided with a contactless communica- 
tion interface transceiver, such as an infrared trans- 
ceiver or a wireless or radio frequency transceiver, 
including, for example, a proximity transceiver, and the 
35 contactless communication is inKiated directly between 
the smart card contactless communication interface 
transceiver and the contactless communication inter- 
face transceiver of the terminal. 
[0009] In an embodiment of the present invention, the 
40 authorization for the communication is verified, for 
example, by one or both of the personal data assistant, 
such as the electronic purse, and the on-line terminal, 
such as the automated teller machine, the personal 
computer, or the telephone. The authorization verifica- 
45 tion involves, for example, verifying the authenticity of 
the smart card and checking security infornnation for the 
user, such as the user's PIN number or biometric infor- 
mation, such as the user's fingerprint. The security 
information is received by the system through an 
50 input/output device of the personal data assistant or the 
terminal. Once the authorization is verified, information 
can then be communicated for the user to the on-line 
system, likewise by inputting the information through the 
input/output device of the personal data assistant or the 
55 terminal. 

[0010] Additional objects, advantages and novel fea- 
tures of the invention will be set forth in part in the.* 
description which follows, and in part become more 
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apparent to those skilled in the art upon examination of 
the following or may be learned by practice of the inven- 
tion. 

Brief Description of the Drawings 
[0011] 

Fig- 1 depicts samples of key hardware conpo- 
nents for an embodiment of the present invention; 
Fig. 2 depicts and provides further detail regarding 
the personal data assistant hardware component 
for an ernbodiment of the present invention; 
Figs, 3-4 illustrate key hardware conponents for an 
alternate embodiment of the present invention; 
Figs, 5-6 illustrate key hardware components for 
another alternate embodiment of the present inven- 
tion; 

Fig 7 is a schematic flow chart which illustrates an 
example of the process of loading a smart card into 
a personal data assistant for an embodiment of the 
present invention; 

Fig. 8 is a schematic fbw chart which illustrates an 
example of the process of a contactless interface 
trarisaction between the smart card loaded in the 
personal data assistant with the smart card loaded 
and an automated teller machine for an emtXKJi- 
ment of the present invention; 
Fig. 9 is a schematic flow chart which illustrates an 
example of the process of a contactless interface 
transaction in which the personal data assistant 
communicates directly with the automated teller 
machine without the smart card for an embodiment 
of the present invention; and 
Fig. 10 shows a smart card hardware component 
for an additional alternate embodiment of the 
present invention. 

Detailed Description of the Invention 

[001 2] Referring now in detail to an embodirrient of the 
present invention, an example of which is iHustrated in 
the accompanying drawings, Fig. 1 illustrates samples 
of hardware components for an embodiment of the 
present invention. The hardware components include, 
for example, a smart card 20 in the form of a aedit card- 
sized plastic card with a microcomputer having memory 
to set up and securely store data. A personal data 
assistant (PDA) 22 provides a physical interface with 
smart card 20 in order to exchange information and per- 
form transactions. Personal data assistant 22 is. for 
example, an electronic purse or wallet, or any other 
alphanumeric input/output and display device able to 
provide a conduit between smart card 20 and a financial 
institution, such as through an automated teller machine 
(ATM) 24. Automated teller machine 24 is, for example, 
a device capable of verifying and authorizing smart card 
20 and performing financial institution and other similar 



data exchange transactions. 
[0013] Rg. 2 provides further detail regarding the per- 
sonal data assistant hardware component for an 
embodiment of the present invention. Personal data 

5 assistant 22 includes, for example, a contactless com- 
munications interface 26 for input and output of data, 
such as an infrared (IR) emitter and sensor. The IR 
interface enables fast data transfer rates, such as 100 
kilobits/second, while providing a large emitter target 

10 area that allows for some misalignment between the 
communicating devices, such as personal data assist- 
ant 22 and automated teller machine 24. While the 
example embodiment depicted in the drawings utilizes 
an IR interface, it will be appreciated that other contact- 

75 less interfaces, such as wireless technologies or prox- 
imity-type technologies, can likewise be successfully 
utilized for an embodiment of the present invention. 
Additionally, the personal data assistant 22 may also be 
provided, for example, with ports 34 for direct communi- 

20 cations links, such as by connecting wires or cables 
between devices. This redundant communications 
capability advantageously increases the utility of the 
personal data assistant 22, so that it can interact, for 
example, with more data transfer devices. 

25 [0014] I nan embodiment of the present invention, per- 
sonal data assistant 22 also includes a smart card 
reader 28 communicating with smart card 20. Smart 
card 20 is inserted into smart card reader 28 of personal 
data assistant 22, which verifies the smart card. The 

30 verification process involves, for exanrple, checking 
security information, such as a personal identification 
number (PIN) or biometric information of the user of the 
smart card 20. Personal data assistant 22 is also pro- 
vided with a display 30 and an alphanumeric keypad 32. 

35 or other similar input/output means, for viewing, input- 
ting, and manipulating this information and other data. 
[001 5] In an embodiment of the present invention, per- 
sonal data assistant 22 perfornrts transactions with the 
smart card 20 and has memory in which it is capable of 

40 Storing various information and programs. Depending 
on the configuration of the personal data assistant 22, 
the memory capacity can be, for example, 16 mega- 
bytes or more. Further, the personal data assistant 22 is 
enabled, for example, by its own power source, such as 

45 a battery. Alternative power source configurations for 
the personal data assistant 22 include, for exanple, 
direct connections to external power supplies or con- 
tactless connections, such as with magnetic field- 
induced voltage. 

so [001 6] In an embodiment of the present invention, per- 
sonal data assistant 22 communicates with automated 
teller machine 24 through the contactless communica- 
tions interface 26. Automated teller machine 24 
includes, for example, a display 36. an alphanumeric 

55 keypad 38 or other similar input/output means, a printer 
with printer output 40, a card reader 42, and a money 
dispenser 44. The personal data assistant 22 is aligned 
with contactless communications interface 46 on auto- 
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mated teller machine 24, for example, by placing the^ 
personal data assistant on a ledge or shelf 48. Shelf 48. 
or other equivalent structure, is configured such that it 
guides the contactless communications interface 26 on 
personal data assistant 22 into substantial alignment i 
with the contactless communications interface 46 on 
automated teller machine 24. While in the emtKxJiment 
example depicted in the drawings, interface 46 utilizes 
IR Interface contactless communications technology 
with an IR emitter and sensor, it will be appreciated that 
other contactless interfaces, such as wireless technolo- 
gies or proximity-type technologies, can likewise be 
successfully used for an embodiment of the present 
invention, 

[0017] Figs. 3-4 illustrate key hardware components 
for an alternate embodiment of the present invention. In 
an alternate embodiment of the invention, the hardware 
components include a personal data assistant 122 
placed directly on display or IR touch screen 136 of 
automated teller machine 124. In this embodiment, per- 
sonal data assistant 1 22 includes contactless communi- 
cations Interface 126 disposed on the end of the 
personal data assistant. It will be appreciated by those 
skilled in the art that other placements of interface 126. 
such as on a side of personal data assistant 122, are 
equally feasible. Further, the personal data assistant 
122 includes a port 134 for direct communications links, 
such as by connecting wires or cables between devices. 
[0018] In an embodiment of the present Invention, IR 
touch screen 136 includes sets of IR emitters 125 on 
one side that correspond to sets of IR sensors 127 on 
the opposite side. This arrangement of emitters 125 and 
sensors 127 essentially divides display 136 Into a grid, 
wherein a position on the grid may be determined by the 
Intersection of perpendicular pairs of emitters and sen- 
sors, as illustrated by the dotted lines in Fig. 3. Thus, for 
a successful communication to occur, a proper align- 
ment of persona! data assistant 122 within the grid 
framework is required. 

[0019] Referring to Rg. 3 tor an embodiment of the 
present Invention, display 136 further includes a custom 
touch screen having a set IR emitter/sensor pair 129 in 
substantial alignment for communication with communi- 
cations interface 126 on the end of personal data assist- 
ant 122 with the proper positioning of the personal data 
assistant. There are numerous ways to insure proper 
positioning of personal data assistant 122. such as by 
providing markings on the surface of display 136, mark- 
ings on the face of automated teller machine 124 adja- 
cent display 1 36, and by providing built-in structure on 
the face of automated teller machine 124 to limit the 
positioning of personal data assistant 122. For example. 
If the touch screen is not oriented horizontally or at a low 
angle, then support 80 may be required to hold personal 
data assistant 122 in position on the touch screen. 
Other configurations will be obvious to those skilled in 
the art. In this manner, communications Interface 126 
on personal data assistant 22 interacts directly with 
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emitter/sensor pair 129 of display 136. 
[0020] Figs. 5-6 Illustrate key hardware components 
for another alternate embodiment of the present inven- 
tion. For example, in such alternate embodiment of the 
present Invention, personal data assistant 222 Includes 
a single IR emitter 231 on one side and a single IR sen- 
sor 233 on an adjacent side. Further, personal data 
assistant 222 Includes port 234 for direct communica- 
tions links, such as by connecting wires or cables 
between devices. When personal data assistant 222 Is 
placed on IR touch screen or display 236 of automated 
teller machine 224. single emitter 231 substantially 
aligns with a corresponding sensor 229 and, similarly, 
sensor 233 is In substantial alignment with corespond- 
ing emitter 229. Thus, personal data assistant 222 is 
able to communicate with automated teller machine 
224. 

[0021 ] Fig. 7 is a schematic flow chart with illustrates 
an example of the process of loading a smart card into 
a persona! data assistant for an embodiment of the 
present invention. For example, at SI. a smart card 20 
is inserted into a persona! data assistant 22 or, for 
example, an electronic wallet or purse. At S2. personal 
data assistant 22, or the wallet or purse, performs a ver- 
ification process. This process validates smart card 22 
and involves security checks, which consist, for exam- 
ple, of the entering one or both of a secret PIN number 
and biometric Information, such as finger prints for the 
user. Once smart card 20 is validated, then at S3, trans- 
actions between personal data assistant 22 and the 
smart card 20 may occur. Thus a user can control the 
transactions through input/output means, such as key- 
pad 32. on the personal data assistant 22 and can view 
information on the display 30. The types of transactions 
that the user can perform include, for example, loading 
or unloading phone numbers and addresses, updating 
stocks, performing financial transactions and checking 
balances. Thus, Information and data can be 
exchanged between the smart card 20 and the personal 
data assistant 22. and the information on the smart card 
can be viewed on the personal data assistant. 
[0022] Fig. 8 is a schematic flow chart which illustrates 
an example of a contactless transaction between the 
smart card loaded in the personal data assistant and an 
automated teller machine for an embodiment of the 
present invention. Once smart card 20 is loaded in per- 
sonal data assistant 22, the persona! data assistant 
loaded with the smart card can then be used to perform 
transactions with an on-line system, such as a financial 
institution. At 81 1. the IR capability of the personal data 
assistant enables a contactless communication inter- 
face to be established between the personal data 
assistant 22 and the on-line system. As shown in Figs. 
1.3. and 6, this interface can include aligning the per- 
sonal data assistant on the automated teller machine 
24, 124. or 224 with a con-esponding !R interface. Alter- 
natively, the interface can consist of aligning the IR 
interface on the personal data assistant with a corre- 
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spending IR interface on a phone, cell phone, computer 
or other similar devices capable of performing transac- 
tions. 

[0023] In an embodiment of the present invention, the 
contactless interface advantageously allows the user to s 
quickly establish contact, for example, with automated 
teller machine 24, 124. or 224 without worrying about 
connecting cables or aligning the devices precisely 
When the personal data assistant establishes commu- 
nications with the automated teller machine, for exam- io 
pie, an authorization and verification process begins. At 
SI 2, the automated teller machine 24 or on-line system 
verifies the smart card 20 within the personal data 
assistant 22. The user may be required to Input Informa- 
tion, such as a PIN or biometric information. Upon com- is 
pleting the verification, the user can then perform 
transactions with the on-line system through the per- 
sonal data assistant 22, at S13. For example, the user 
can have a pre-loaded program that skips the typical 
selection screens on the automated teller machine 24 20 
and directly performs a specified transaction. At Si 4, 
such transactions may Include, for example, loading 
value on the smart card 20, making investments, load- 
ing or unloading data such as addresses, phone num- 
bers or stock Information, and many other similar 25 
transactions. 

[0024] In an embodiment of the present irrvention. It Is 
to be recognized that an important feature of a smart 
card is the ability to authenticate the physical card. The 
smart card with account and/or security information is 30 
used in the opening of a transaction to identify the 
user's account and, through the authentication of 
encrypted security information, to verify that the partic- 
ular card is authentic. In order to verify that it Is the cor- 
rect user that is submitting or using the smart card, the 35 
secret PIN number and/or biometric Information is sent 
with the card during the start of a transaction. The 
secret PIN number arxl/or biometric infonmation, such 
as the user's fingerprint. Is always encrypted for exter- 
nal transmission. Alternatively to provide a further level 40 
of security, the entered PIN number and/or biometric 
information can be used to unlock the smart card to 
enable the card to communicate Its Information. If the 
personal data assistant or other smart card-accepting 
device has the required security, both the secret PIN 45 
number and the biometric information, along with the 
card information, can be stored, for example, for a one- 
time use or for multiple uses, depending on the level of 
security required. This can occur, for example, on an 
automated teller machine or where a normal contact so 
interface smart card would be slow to execute a trans- 
action, such as a with a personal data assistant which 
has the contactless interface capability, for example, 
with a prepackaged transaction. 

[0025] In an alternate embodim nt of the present ss 
irrvention, the personal data assistant 22 may communi- 
cate directly, for example, with the automated teller 
machine 24 a financial institution without having the 



smart card 20 loaded in the personal data assistant. 
Fig. 9 is a schematic flow chart with Illustrates an exam- 
ple of the process of a contactless transaction in which 
the personal data assistant communicates directly with 
an automated teller machine without the smart card. For 
exanrtpte. at S21, the personal data assistant 22 stores 
the secret verification Information that is contained on 
the smart card 20. This process requires a very high 
level of security for the personal data assistant 22, as a 
higher level of security is generally required for a smart 
card as opposed to a personal data assistant In this 
case, the user can, for example, perform transactions 
separately between the smart card 20 and the personal 
data assistant 22 and between the personal data assist- 
ant and the automated teller machine 24. For example, 
at S22. the user enters the transaction to the personal 
data assistant. At S23, the user initiates the contactless 
interface between the personal data assistant and the 
on-line system of the financial Institution by Inserting the 
personal data assistant Into the automated teller 
machine. At S25, information and data are interchanged 
for the user between the personal data assistant and 
the automated teller machine. At S26. the transactions 
then need to be reconciled on the smart card 20 or the 
automated teller machine 24. 
[0026] Fig. 10 provides further detail regarding a 
smart card for an additional alternate emtxxllment of 
the present invention. In the additional alternate embod- 
iment, the smart card 320 has, for exanple. an alphanu- 
meric input/output keypad 332. a display 330, and an IR 
communications Interface 326. Smart card 320 is also 
provided with sufficient memory to perform various 
financial transactions. Thus, in such an embodiment, 
the smart card 320 communicates directly with the 
financial institution through the IR Interface 326. for 
example, through an automated teller machine, a 
phone, a ceil phone, a computer, or other similar device 
with corresponding IR interface, and the user may view 
and manipulate the transactions. 
[0027] Various preferred embodiments of the Inven- 
tion have been described in fulfillment of the various 
objects of the Invention. It should be recognized that 
these embodiments are merely illustrative of the princi- 
ples of the present invention. Numerous modifications 
and adaptations thereof will be readily apparent to those 
skilled in the art without departing from the spirit and 
scope of the present invention. Accordingly, the Inven- 
tion is only limited by the following claims. 

Claims 

1. A method of contactless interfacing for a snnart 
card, comprising: 

initiating a contactless communication for a 
user between a smart card application and an 
on-line system; 

verifying authorization for the communication 
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for the user; and 

communicating information for the user to the 
on-line system. 

2. The method of daim 1. wherein initiating the com- 
munication further comprises initiating an infrared 
communication interface. 

3. The method of daim 1. wherein initiating the com- 
munication further conprises initiating a wireless 
communication interface. 

4. The method of daim 3, wherein initiating the wire- 
less communication interface further comprises ini- 
tiating a radio frequency communication Interface. 

5. The method of claim 4, wherein initiating the radio 
frequency communication interface further com- 
prises initiating a proximity communication inter- 
face. 

6. The method of daim 1 , wherein initiating the com- 
munication further comprises initiating the commu- 
nication between the smart card application on a 
smart card microcomputer and the on-line system. 

7. The method of daim 1 . wherein initiating the com- 
munication further comprises initiating the commu- 
nication between the smart card application and the 
on-line system of a finandal Institution. 

8. The method of daim 7, wherein the finandal institu- 
tion further comprises a bank. 

9. The method of daim 1. wherein initiating the com- 
munication further comprises initiating the commu- 
nication at a terminal. 

10. The method of daim 9. wherein initiating the com- 
munication at the terminal further comprises Initiat- 
ing the communication through a contactless 
communication transceiver of the terminal. 

11. The method of claim 10, wherein initiating the com- 
munication further comprises initiating the commu- 
nication through an infrared transceiver of the 
terminal. 

12. The method of claim 1 1 , wherein the terminal com- 
prises an automated teller machine. 

13. The method of claim 1 1 , wherein the terminal com- 
prises a personal computer. 

14. The method of claim 11. wherein the terminal com- 
prises a telephone. 

1 5. The method of claim 1 1 , wherein the terminal com- 



prises a wireless telephone. 

16. The method of claim 10, wherein Initiating the com- 
munication further conrtprlses initiating the commu- 

5 nication through a wireless transceiver of the 
terminal. 

1 7. The method of daim 1 6, wherein the wireless trans- 
ceiver further comprises a radio frequency trans- 
re ceiver of the terminal. 

18. The method of daim 17, wherein the terminal com- 
prises an automated teller machine. 

IS 19. The method of daim 17, wherein the terminal com- 
prises a personal computer. 

20. The method of daim 17, wherein the terminal com- 
prises a telephone 

20 

21 . The method of claim 20, wherein the telephone fur- 
ther conprises a wireless telephone. 

22. The method of claim 10, wherein Initiating the com- 
25 munication further comprises initiating the commu- 
nication through a proximity transceiver of the 
terminal. 

23. The method of daim 22, wherein the terminal com- 
30 prises an automated teller machine. 

24. The method of daim 22, wherein the terminal com- 
prises a personal computer. 

35 25. The method of claim 22, wherein the terminal com- 
prises a telephone. 

26. The method of daim 25, wherein the telephone fur- 
ther comprises a wireless telephone. 

40 

27. The method of claim 10. wherein initiating the com- 
munication further comprises initiating the commu- 
nication between the contactless communication 
transceiver of the terminal and a contactless com- 

45 munication transceiver of a personal data assistant. 

28. The method of daim 27, wherein the terminal com- 
prises an auton^ted teller machine. 

50 29. The method of daim 27, wherein the terminal com- 
prises a personal computer. 

30. The method of daim 27. wherein the terminal com- 
prises a telephone. 

55 

31. The method of claim 30. wherein the telephone fur- 
ther comprises a wireless telephone. 



6 



<EP 0933733A2J_> 



11 



EP0933 733A2 



12 



32. The method of claim 27, wherein initiating the com- 
munication further comprises initiating a physical 
contact communication between the smart card 
and the personal data assistant. 

5 

33. The method of claim 27. wherein the personal data 
assistant further comprises an electronic purse or 
wallet. 

34. The nr>€thod of datm 1 0, wherein initiating the com- io 
municatKX) further comprises initiating the commu- 
nicaton between the contactless communication 
transceiver of tf>e terminal and a contactless com- 
munication transceiver of the smart card. 

15 

35. The n:>€thod of claim 34. wherein the terminal com- 
prises an atftxnated teder machine. 

36. The method o< daim 34. wt>erein the terminal com- 
prises a pcf sonal computer 20 

37. The method of claim 34. wherein the terminal com- 
prises a telephone 

38. The method dam 37 wherein the telephone fur- 25 
ther comprises a wireless telephone. 

39. The method of daim 1. wherein verifying the 
authorization further oonrprises verifying the 
authorization by a personal data assistant. so 

40. The method of claim 1. wherein verifying the 
authorization further comprises verifying the 
authorization by a terminal. 

35 

41. The method of claim 40. wherein verifying the 
authorization further comprises verifying the 
authorization by a terminal of the on-line system. 

42. The method of claim 1, wherein verifying the <o 
authorization further comprises verifying the 
authenticity of the smart card. 

43. The method of claim 1, wherein verifying the 
authorization further comprises checking security 45 
information for the user. 

44. The method of claim 43. wherein checking security 
information further comprises receiving security 
information for the user. so 

45. The method of claim 44. wherein receiving security 
information further comprises receiving a PIN 
number fa the user. 

55 

46. The method of claim 44. wherein receiving security 
Information further comprises receiving biometric 
information for the user. 



47. The method of claim 44, wherein receiving security 
information further comprises receiving the security 
information on an input/output device. 

48. The method of claim 47, wherein receiving the 
security information further comprises receiving the 
security information through the input/output device 
of a personal data assistant 

49. The method of claim 48, wherein the personal data 
assistant comprises an electronic purse or wallet. 

50. TTie method of claim 47. wherein receiving the 
security information further comprises receiving the 
information through the input/output device of a ter- 
minal. 

51. The method of claim 50, wherein the terminal com- 
prises an automated teller machine. 

52. The method of daim 50. wherein the terminal com- 
prises a personal computer. 

53. The method of daim 50, wherein the terminal com- 
prises a telephone. 

54. Tlie method of claim 52. wherein the telephone fur- 
ther comprises a wireless telephone. 

55. The method of claim 1 , wherein communicating the 
information further comprises receiving the infor- 
mation through an input/output device. 

56. The method of claim 55, wherein receiving the 
information further comprises receiving the infor- 
mation through the input/output device of a per- 
sonal data assistant. 

57. The method of claim 56, wherein the personal data 
assistant comprises an electronic purse or wallet. 

58. The method of claim 55. wherein receiving the 
information further comprises receiving the infor- 
mation through the input/output device of a termi- 
nal. 

59. The method of claim 58, wherein the terminal com- 
prises an automated teller machine. 

60. The method of daim 58, wherein the terminal com- 
prises a personal computer. 

61. The method of daim 58, wherein the terminal com- 
prises a telephone. 

62. The method of claim 61 , wherein the telephone fur- 
ther comprises a wireless telephone. 
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63. A contactless interface system for a smart card. 78. The system of claim 75, wherein the terminal corn- 
comprising; prises a telephone. 

means for initiating a contactless communica- 
tion between a smart card application and an s 
on-line system; 

means associated with the initiating means for 
verifying authorization for the communication: 
and 

means associated with the verifying means for io 
communicating information to the on-line sys- 
tem. 

64. The system of claim 63. wherein the initiating 
means comprises an infrared interface communica- is 
tion device. 

65. The system of claim 63, wherein the initiating 
means comprises a wireless interface communica- 
tion device. so 

66. The system of claim 63. wherein the initiating 
means comprises a radio frequency interface com- 
munication device. 

25 

67. The system of claim 63, wherein the remote appli- 
cation comprises the smart card application on a 
smart card microprocessor. 

68. The system of claim 63, wherein the initiating mean so 
comprises a terminal. 

69. The system of claim 68, wherein the terminal com- 
prises an automated teller machine. 

35 

70. The system of claim 68, wherein the terminal com- 
prises a personal computer. 

71. The system of claim 68, wherein the terminal com- 
prises a telephone. 40 

72. The system of claim 63, wherein the on-line system 
comprises a bank host on-line system. 

73. The system of claim 63, wherein the communicat- 45 
ing means comprises a personal data assistant. 

74. The system of claim 73. wherein the personal data 
assistant comprises an electronic purse or wallet. 

so 

75. The system of claim 63, wherein the communicat- 
ing means comprises a terminal. 

76. The system of claim 75, wherein the terminal com- 
prises an automated teller machine. ss 

77. The system of claim 75, wherein the terminal com- 
prises a personal computer. 



8 



^DOCID: <EP 0933733A2_L> 



EP 0 933 733 A2 




FlG.l 



SDOCID: <EP 0933733A2J > 



9 




EP0 933 733 A2 




FIG. 2 



iCOCID: <EP 0933733A2J_> 



10 



EP0 933 733 A2 




FIG. 3 



30CID: <EP 0933733A2_I_> 



11 




EP0 933 733 A2 




['7,1, 



FIG. 4 



. DOCID: <EP 0933733A2J_> 



12 



EP0 933 733 A2 



2^4 




FIG. 5 



JDOCID: <EP 0933733A2_L> 



13 




^DOCID: <EP 0933733A2_L> 



14 



EP093i3 733A2 



CO 



CO 



00 



CD 

g 

o 



$-4 

o 
s 

CO 

c 
c 



S . 
S 

< < 
^rt cu 1=^ 

- 1 ^ 

. 2 
% ^ 



.2 -H 



CO G 



on 



< 
O 

c 
o 

c 
o 

£ 

Urn 

c2 



Q 

o 

£ 
o 

CO 

g 

CO 
-*-» 

c 

CO 



U 

£ 

CO 

CO 

o 

CD 

> 

< 
Q 

Cl. 



< 

O 
a. 

o 

c 
o 

s 

.2 



c 

o 
C3 
CO 

c: 
H 

CO 
(D 

c 

<D 
CO 

D 



o 

« .2 
GO -5 
c 

«J .Si 

S cd 

•a <a 

-I 
.2 ^ 

— w 
S ^ 

.2 t5 
t5 PQ 

(5 



5DOCID: <EP 0933733A2 I > 



15 



EP0 933 733 A2 



00 



00 



00 



O 

G 

< 
Oh 

u 

PQ 

a> 
o 



< 
Q 

CO ^ 
c — 

O -o 

is 



J5 U 

15 ^ t: 

^ .2 ^ 

oo O rj 

^-j cd 

^ tu 



CD 
CO 

D 



CO 

CO 

c 



U 

> ^ 
2 Q 

>^ c 

J «^ 

O ^ 



< 



O 3 

O 'E^ 

< 13 

■4-> 

s 

O G 

•z: o 

6 a> 

O 

c o 

.2 ^ 

t5 H 

c <o 

^ "ti 

ui (/) 

\« ^ 



i S 
s < 

I— ( 

c: 

C 

o 



< 

Q 

00 



e<3 
Q 

S ^ 

CO o ^ 

c --^ B 

-4-; 'r" t/5 

2 < 
£ -a 

£ ^ c 
^^•^ 

.2 ^ 

9 S 



00 

o 



3D0CID: <EP 0933733A2J_> 



16 



EP0 933 733 A2 



00 



C/) 



<N 
C/3 



CN 
C/3 



C 

o 

o o 

> ^ 

o ^ 

CO t 

^ £ 

o S 

is 

CO. '4^ 

(U CO 

< £ 
Q 



C(3 

Q 

a 
o 

o 

CO 

C 

ci 

H 

CO 

(D 

CO 



C! 
O 



< 

Q 

5 

- - P 
< 



OS 

o 
S 



C CO 
O 

CO 2a 

s o 



o 

» 

< 

Q 

Oh 

c 



< 

° pk 
S.s 

(4-1 O 

> .2 
^ 2 

(U CD 
O ^ 

< 

O 



c 

CQ 
<u 

CO 

O 

^ is 



Q 

C 

c 
o 

• ^ 



c2 



< 
Q 



00 
(/) 

c 

CQ 
< 

e I 

c 
o 
o 

Si 

Q> 

CO 



JSDOCIO: <EP 0933733A2J_> 



17 



